Changing SMTP Port 25 to Port 465 or
587 in Tufts Supported Mail Clients

The following document outlines the steps necessary to change
SMTP outgoing mail port from 25 to 465 or 587.

In an effort to meet the standards of a growing number of Internet
service providers and mobile wireless providers, UIT has made
authenticated SMTP mail possible on port 587 and 465 for Trumpeter
email users. This will help alleviate some of the problems our users
have experienced when attempting to send email from outside the
university to hosts that require both encryption and authentication.
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Changing SMTP Port 25 to Port 587 in Thunderbird

1. From the Thunderbird toolbar, select Tools > Account Settings. The
Account Settings window opens.

2. In the Account Settings window, in the left column, select Outgoing
Server (SMTP). The Outgoing Server (SMTP) Settings display.

Account Settings

3

= Tufts Email - dbragg02
Server Setkings
Copies & Folders
Composition & Addressing
OFfline & Disk Space
Return Receipks
Security

ElLocal Folders
Disk. Space

Oukgoing Server (SMTP)

Outgoing Server (SMTP) Settings

Although wou can specify more than one outgoing server (SMTP), this is onky
recammended For advanced users. Setting up multiple SMTP servers can cause
etrors when sending messages,

dbragglZ - smtp.kufts,edu (Defaulk)

add...

Description:  <nat specified =
Server Marme:  smip.bufts, edu
Paort: 25
Uzer Mame:  dbragglz

Secure Connection:  TLS {if available)

3. Select the account (e.g. imap.tufts.edu or Tufts Mail) and click

. The SMTP Server window opens.

Account Settings

[=l Tufts Email - dbraggD2
Server Setkings
Copies & Folders
Camposition & Addressing
Offline & Disk Space
Return Receipts
Security

=l Local Falders
Disk Space

Qutgoing Server (SMTR)
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Ciutgoing Server (SMTP) Settings

Although wou can specify more than one outgoing server (SMTR, this is only
recommended For advanced users, Setting up multiple SMTP servers can cause
errors when sending messages,

Edi...




4.

In the Settings area, in the Port field,

change 25 to 587.

SMTP Server

Settings

Description: | |

Server Mame: | smkp,kufts, edu |

547 Default: 25

Change 25 to 587

» Port:

Security and Authentication

=& name and password

User Mame: | dbragglz |

Use secure connection:

(3 Mo () TLS, if awvailable ) S50

l [ Cancel ]

| ok

x]

closes.

In the Use secure connection field, select the TLS option.

When you are finished, click . The SMTP Server window

In the Account Settings window, click _ The Account Settings

window closes and the SMTP port is changed.

Once the SMTP port is changed, the user may be prompted for their password

the next time they send an outgoing email.
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Changing SMTP Port 25 to Port 465 in Microsoft Outlook
for non-Exchange (IMAP) users

1. From the Outlook toolbar select, Tools > E-mail Accounts. The E-mail
Accounts Wizard screen appears.

2. Verify that “View or
change existing e-mail
account” radio button
is selected and click

The E-mail

accounts window appears
listing all Outlook email
accounts on this
computer.

3. Under
processes e-mail for
these accounts in the
following order:
highlight the
IMAP/SMTP account
(e.g. imap.tufts.edu or
Tufts Mail) and click

. The Internet

E-mail Settings (IMAP)
window appears.

E-mail Accounts

E-mail

(O &dd a new e-mail account

Directory

This wizard will allow you to change the e-mail
accounts and directories that Dutlook uses.

(%) View or change existing e-mail accounts

() add a new directary or address book
(O view or change existing directories or address books

E-mail Accounts
‘ou can seleck an account and change its settings or remove it

COutlook processes e-mall far these accounts in the following order:

“Outlook

R

Mame Type Change. ..
imap.tufts. edu IMAPISMTP (Default)
Deliver new e-mail to the Following location:
|Personal Folders v | [ Mew Outlook Data File. ..
< Back H Finish l [ Cancel
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4. Inthe Internet E-mail ElEiEaiis

Settings (l MAP) Internet E-mail Settings (IMAP)

Each of these settings are required to get your e-mail account working.

window, click

Mare Settings ... The User Information

Internet E-mail “tour Name:

Server Information

Incoming mail server (IMAPY:  [imap, bufts,edu

Sett'ng W|ndOW E-mail Address: |peq keenan@tufts. edu Outgaing mail server (SMTP):

appears with a
number of tabs.

Logon Information

User Mame: mkeenanl

Remember password

|:|Log on using Secure Password More Settings ...

Authentication (SPA)

< Back ” et = ][ Cancel

5. Inthe Internet E-mail Settings Intemet E-mail Settings

window click the Advanced tab
and under Server Port Numbers,
next to Outgoing server (SMTP),
change 25 to 465.

—

Change 25 to 465.

General | Qukgoing Server Connection| Advanced

Cukgoing server (SMTP): W
/EMrequim:an encrypted connection {55L)

Server Port Mumnbers
Use Defaults

This server requires an encrypked conneckion {33L)

Incoming server (IMAPY:

Server Timeouts

Short Long 1 minute

Folders

Roat Folder path:

[o]4 l [ Cancel
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6. Verify that "This server requires an encrypted connection (SSL)" is
checked.

Internet E-mail Settings

General || Oukgoing Server | Conmection Advanced

Server Port Mumnbers

Incaming server (RO

This server requires an encrypted connection (SSL)

Cukgoing server (SMTR ) a5
This server requires an encrypted connection (SSL)

Server Timeouts

Shart ] Long 1 minute
Falders
Root Folder path:
Ok l [ Cancel

7. When you are finished, click . The Internet E-mail Settings
(IMAP) window reappears.

8. In the Internet E-Mail Settings (IMAP) window click . The E-

mail accounts window appears listing all Outlook e mail accounts on this
computer.

9. In the E-Mail accounts window, click . The E-mail Accounts
Wizard screen closes and the SMTP port is changed.
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Changing SMTP Port 25 to Port 465 in MS Outlook
Express for non-Exchange (IMAP) users

1. From the Outlook express toolbar, select Tools > Accounts. The
Internet Accounts window appears.

2. In the Internet Accounts
wmdqw, on the Mail tab, sl | Mal | News | Directory Service sd >
highlight the_ IMAP/SMTP P e e —— —
accou nt (e . g 3 Imap thtS . ed u L = imap.tufts. edu mail [default) Ay Avallable - "
or Tufts Mail) and click [ Propetties |
The

i Wi Impat...
Properties  window  for
Internet Mail Account
appears.

3. In the Properties window, click the *S imap.tufts edu Properties
Advanced tab and Under Server POI’t General | Servers | Connection | Security | Advanced | |iap
Numbers, next to Outgoing mail Server Port Numbers

(SMTP), change 25 to 4665. Dutgoing mal (SMTPL g, [465

efver requires a secure connection (5501

Incomming mail [IMAP]: 953

Thiz zerver requires a secure conhection [S5L)

Change 25 to 465.

Server Timeouts

Shaort Long 1 mirbe
Sending
[ Ereak apart messages langer than KB
0K ] ’ Cancel ] [ Lpply ]
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4. Verify that "This server requires a secure connection (SSL)" is checked.

",_m; imap. tuftz.edu Properhies

General | Servers | Connection | Security | Advanced | AP
Server Port Mumbers

Outgoing mail [SMTP): 465 Usge Defaults

This server requires a secure connection [S5L)
Incoming maj : 3

This server requires a secure connection [S5L)

Server Timeouts

Shaort Long 1 minute
Sending
[] Break apart messages larger than KB
QK l [ Cancel ] ’ Lpply

5. When you are finished, click . The Internet Accounts window
reappears.

6. In the Internet window, click . The Internet Accounts window
closes and the SMTP port is changed.
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Changing SMTP Port 25 to Port 587 in Eudora

1. From the Eudora toolbar, select Tools > Options. The Options window

opens.

2. In the Options window, in the left Category column, click Sending Mail.
The Sending Mail settings display.

Options

Category:

e

=etting Started

Zhecking Mail

5

Incoming Mail

Composing Mail

Internet Dialup

[ »

% 4

[ £

Email address:
| david.bragg@tufts. edu |

Domain to add ko ungualified addresses:

SMTP setwer:
| smtp. tufts, edu |

SMTP Relav Personality: |Mone bl |

Allow authentication
Immediate send

Send on check

[ ] Use submission paort (S57)
Secure Sockets when 3ending

\IF Awailable, STARTTLS || Last 55L Info |

(0] l [ Cancel

|

Help
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3. In the area with checkboxes, place a check in the Use submission port

(587).

Allow authentication
Immediate send

Sending Mail

4. Inthe Secure Sockets when Sending field, select Required, STARTTLS.

%_ N Use submission port (587}
‘_==1 _ Secure Sockets when Sending
CDmng el Required, STARTTLS VLJ&[ Last 55 Infa
'gb;-m

5. At the base of the window, click . The Options window closes.

These steps were written for Eudora 7, so the steps may vary based on your

version of Eudora.
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Changing SMTP Port 25 to Port 587 in Entourage for

non-Exchange (IMAP) users

1. From the Entourage toolbar, select Tools > Accounts. The Accounts

window appears.

2. In the Accounts window “, highlight the & o e Accounts

mail account (e.g. imap.tufts.edu or & Ncl}eletc !, Make Default

Tufts Mail) and click Edit. The Edit

[ Mail | News | Directory Service | Exchange

Account window appears.

3. In the Edit Account window,
select “Click here for

4. Tufts Email Account (IMAP)

Edit Account

!_ Account Settings | Options T Advanced i Security

advanced sending options.”

The advanced sending options Account name: | Tufts Email Account
WindOW appeal’s . 'g Include this account in my "Send & Receive All" schedule
Personal information
Name; Peg Keenan

E-mail address:
Receiving mail
Account ID:

IMAP server:

Password:

Sending mail

SMTP server:

peg.keenan@tufts.edu

mkeenall

“imap.tufts.edu

; Save password in my Mac OS keychain

Click here for advanced recelving cptions

Click here for advanced sending options
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4. In the advanced sending options window, check the box next to
“Override default SMTP port:” and change 25 to 587.

=]

Check this box and
type 587

@ SMTP service requires secure connection (S5L)
" E Override default SMTP port: 587

@ SMTP server requires authentication

@ Use same settings as receiving mail server

i Log on using

Domain for ungualified addresses:

5. Verify that "SMTP service requires secure connection (SSL)" is checked

E Override default SMTP port: 587

E SMTP server requires authentication

E SMTP service reguires secure connection (SSL)

6. When you are finished, click the square box in the upper left hand
corner to close the advanced sending options window. The advanced
sending options window closes and the Edit Account window reappears.

‘ [=]
~’é SMTP service requires secure conhection (55L)
@ Override default SMTP port: 587

E SMTP server requires authentication

@ Use same settings as receiving mail server
—
. Log on using

Domain for unqualified addresses:

7. In the Edit Account window, click OK. The Edit Account window closes.
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Changing SMTP Port 25 to Port 587 in Mail.app on a Mac

1. From the Mail toolbar, select Mail > Preferences. The Accounts window
opens.

2. Select the Accounts tab.

Accounts , = |

General Accounts Junk Mail Fonts & Colors Viewing Composing Signatures Rules

Accounts ! Account Information Mailbox Behaviors ~ Advanced

Mac Account
Mac

Account Type: Mac

Description:  Mac Account

| Email Address: david.bragg@tufts.edu

{ Edit Email Aliases... |

Full Name: Training Dept

Incoming Mail Server: mail.mac.com

User Name: david.bragg

Passward: eessssss

w

Outgoing Mail Server (SMTP):  smtp.tufts.edusdavid.brage

.~ Server Settings... .\'

+
1
|:.||
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3. At the base of the window, in the Outgoing Mail Server (SMTP) field, click
the Server Settings button. A dropdown window opens.

Outgoing Mail Server (SMTP): ' smtp.tufts.edu-david.brage 3 |

'f_ Server Settings. .. _‘"

4. Inthe Server Port field, change the 25 to 587.

Qutgoing Mail Server:  smtp.tufts.edu

Check with your system administrator befare changing any of
the advanced optigns be

Server port: 587

Use Secure Sockets Layer (55L)

Authentication: | Password &

User Name: david.bragg

Password: sssmssss

| -».J 1

( Cancel '__.- ';- QK ':.

5. Verify that "Use Secure Sockets Layer (SSL)" is checked.

Server port: 587

@ecur& Sockets Layer (55L)

= 7 P |

6. Click OK. The window closes.

7. Close the Accounts window also.
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